Risk Checklist


	Product Risks

· Is this a completely new product?

· Are there components of this product that are re-used from another product? If so, note them.

· Is this product governed by any regulations? Which?

· What will this product include for components:

· GUI Interface(s)?

· File(s)?

· Database(s)? – Type of database (e.g. Oracle)?
· Report(s)?

· Other? (specify)

· What other applications/products/systems will this product interface with?

· Are there new external entity interfaces anticipated?

· Determine a relative size of this product based on T-shirt sizing (X-small, small, medium, large, X-large)
· What language(s) does this product support?
· Are there any anticipated complex algorithms?

	Process Risks 

· Will the team be following all existing processes or are there any new processes to be used?

· Are any new deliverable types expected?

· Are the requirements to be documented?

· If no, how will the team know what to build?

· What design deliverables will be produced?

· What test deliverables will be produced?

· Will we have user acceptance criteria defined up front in the project?
· Will configuration management be used?

· Will there be release/build notes provided?

· Where will defects be recorded?

· Who will assign severity and priority?

· Who will be allowed to close a defect record?

· Who is responsible for monitoring defects?

· What defect metrics will we use?

· How often will the team review defects?

	Customer Risks
· What is the expected number of users of this product? 

· Who is expected to use this product? 

· Where are they located?

· Have we worked with them in the past?

· Will there be customer representation throughout the project?  - - Specifically who?

· Does the customer representative understand the development and testing process?
· Does the customer representative fully understand how the product will be used?

	Technological Risks
· Will new tools or coding languages be used that are new to our company? 
· What training or experience do the developers have with this tool or language?

· Is new hardware to be used for this product?

· Will there be any third-party software components?
· Are any of them customized for this product?

· What support can we expect from vendor?

· Are there any known performance constraints?

	Business Risks
· What is the benefit to the business of this product?
· What is the financial impact?

· What is the market/competitive impact?

· What’s at stake if this product is not delivered on time?
· Are there legal impacts/implications for this product?

· Are there political impacts/implications for this product?
	Project Risks
· Is the overall timeline reasonable and account for unknowns, delays?
· Is testing a separate task in the timeline?

· Is the testing timeline reasonable?

· Is there a project manager assigned?
· How will product changes be managed?

· Are sufficient numbers of and skilled resources for each functional area assigned to this project?
· Is any of the effort out-sourced/contracted?

· Have we worked with these resources and that vendor before?

· Are all team members located in same facility?

· If not, where are they located and how will communications occur?


	Security/Privacy Risks

· Is there data security or privacy concerns with this product?
· If so, how will this be addressed?

· Are there any product roles that have different levels of access privilege?

· If so, what are the needed roles?
· What access privileges will each role have?
	Operational Risks

· What is the anticipated operating environment for this product?
· OS, browser, platform (PC, Mac), etc.

· Will any aspect of this product be virtualized?
· What is the networking environment for the product?

· How and when will the product be deployed to/implemented in production?  

	Other Team-identified Risks

	Testing Risks

· Will the test team be invited to review sessions for:

· Requirements?

· Design?

· Code Reviews/Inspections?

· Is there a designated test lead for this project? 

· Can we re-use any existing tests?
· How will we verify non-English language items in this product, if any?

· Do we need a new test environment or equipment of any sort?

· If so, has this been budgeted for?

· Who is responsible for acquiring and setup?

· What tool(s) will be needed for testing?
· Are there any issues/limitations regarding the test tool working with the product?

· Do the assigned test resources need any training on use of the tool(s)?

· Do we have adequate licenses for any software or tools that will be used?

· Will test data be manufactured by the test team or copied from production, or a mixture of both?

· Does production data need to be scrubbed? 

· Will the test team have exclusive use of the test environment?  

· If not, who will share it?

· Are rules established for sharing the test environment?

· If usability testing is needed, who is responsible for coordinating?
· If performance testing is needed, who will do this?

· Do we have information regarding number of anticipated users – average, max/peak?

· When and in what environment will this testing occur?
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